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Security is important. It's a really good idea
to use a different password for each
website or service you use.

We should use a password manager to help
us actually do that. Which needs its own
really good password. Or, a passphrase...

It's easier to remember, and type, a list of
real words than crap like JK4823m®O.

Use real physical dice if possible. Keep
your chosen word count secret too.

Please don't write your passphrase down
on anything, unless you're going to store it
in a locked safe.

EFF word lists

Diceware home page

theworld.com/~reinhold/ eff.org/deeplinks/2016/07/new-
diceware.html wordlists-random-passphrases

download from BuxRed.uk/zines
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LEWAR

Secure passphrase generation

To generate a secure random
passphrase using this Diceware
word list, you will need one, or four,
D6s (regular six-side dice).
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For each word, the first roll selects
a PAGE. The second roll selects a
COLUMN. Then the 3rd and 4th
rolls pick the word.

Min: 6 words. Fair: 8. Great: 10+

Use passphrase to secure a proper
Password Manager (BitWarden, etc.)

Uses EFF’s general short word list
Print layout by Buxton The Red




